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Agenda — Class 1

About of zimbra mail server.
About of postfix mail service.
About of domain & DNS perking, primary & secondary DNS server managing.

Agenda — Class 2

Configure postfix mail server (postfix,dovecot,squirrelmail with SSL/TLS).
Installation of linux server operating system with latest karnel.

Agenda — Class 3

Create Disk Partition for zimbra mail server.
Selinux, IPtables, Hosts name & Ethernet Configure.
Zimbra 8 mail server installation on linux server.
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Agenda — Class 4

Install & configure server based antivirus and spam guard.
Configure admin control panel & User longing panel.
Configure incoming mail system with mail hidden bcc.

Agenda — Class 5

Configure outgoing mail system with mail hidden bcc.
Initial user creation with password



Configure mail forwarding or distribution rules.

Agenda — Class 6

Multiple domain configure.
COS Setup, User policies configure.
Server firewall configure with DDos attack protecting security.

Agenda — Class 7

Configure & set zimbra user mail sending and receiving limit using cbpolicyd.
Configure email incoming & outgoing relaying system with SMTP Server/Barracuda.
Explain & implement DNS record DKIM/SPF/DMARC/PTR with RBL listing.

Agenda — Class 8

Explain about domain and ip reputation check & improvemnet.
Zimbra server log files management & Troubleshooting.
Extra explain & working with VMware workstation / ESXI 6 and remote access.

Agenda — Class 9

Explain of how to configure MS Outlook ,Eduard, Thunderbird, Mobile Mail Exchanger.
Email user management Software configure (Port=110,143,25,995,993,465,587 With SSL/TLS).

Agenda — Class 10

Preparing to Backup server same as pert-1 zimbra server configuration.
Schedule base incremental data backpacking from running zimbra server to
Backup zimbra server (external & internal)(daily, weekly, monthly).

Agenda — Class 11

Data restoring from postfix or exim.
Data restore with existing user's data.
Resetting user's Permissions
Disaster recovery.

Agenda — Class 12

Explain: How to configuration SMTP/ MX Server / Anti Spam Barracuda.
Explain : How to find spammer email id from log file with auto scripting notification.
Zimbra server log files management & Troubleshooting.



