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Mikrotik (MTCNA+MTCRE) +OLT+Cisco Manageable Switch

93 @i FIE ISP / IT (TBE o9 F&@T A6 NS

Lesson - 01 : Basic Networking & IP Address Concept

o (AG3AMF: fEORY (AT W& H1FAT (Router, Switch,OLT)

e Mikrotik f6®RY Fo 717 8 & &

o IP AN NS (Private and Public Concept)

e IPV4 A IPV6 ETFE ST

e IPV4 933 IPV6 AT LIRS (Class of IP Address, Subnetting)

e IPV4 a3 IPV6 TTRfTE SRfY 93 MNR(S6 3 Range JIET FeN?

Lesson - 02: Introduction of MikroTik Router.

Hardware a9% Software XTFA[

First Login (Winbox, CLI, webfig)

OS version Upgrade and Downgrade auto and Manual Method.
MikroTik OS installation using Netinstall

License level Study and activation method.

Lesson - 03: & & ST WAMET WAN-STF / LAN-T FARSIETT FA@ A7

ISP ST static IP, subnet mask 43% gateway I @ | AT fFSIE@ WAN Faf05TT FIE@T?
ISP JEI® IP AGT M@ (DHCP), (W@ fFel@ WAN FH%sTE FIE?

PPPoE TG A7 fFeNE@ WAN F%5TE PR ?

fFeIT ME FAHNT FAE@ DHCP IP fTog FAT IF?

fPONE A FAZ%TE FAC PPPoE fIodd a1 II?

fFera T FARET FAW static 1P fFoqd Fa7 IF? Fo@ FCEMEE @63TFE 99 LAN/TF
FAGT FAT I?
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o fFOIT ISP @BSIEF 97 LAN/TE FAsNg FaT IF
o fFOIT MA FAHNT FIE FROE@ (GoF AN AT FoHF AT FE@ WA IH?
o IN® I JAYQT TB] (F I (T FIICoA CIEEHG [ty 3@ I

Lesson - 04 : QJRINGI/FCEL I/SOIY Manage :
o IRINFH/FCNAG 936 ISOW Fe@ ATBFT Faw© 27?
o f3SIT Simple Queue FAMBN FdA® 2T ?
o fFerT PCQ FAf%sNT Fa© 32X ?

fFeTE (T-ARC AW @S FAT IF?

o FOE CREBEEE 9 CAE FGTRN FCoF FaT IF?

o f$OIE Dedicate/vip FIITGE A NSO prioty (W3IT IF, IM@ Dedicate/vip FIIADG FACER slowdT
TI?

o fFOIE FICEET MF TGN bindFAE FIIDB ©IF AR (53 FI© NG|

Lesson-5 : R@FI6F , fSre, 49 232 (S
e IRFILE (O Bridge Mode FABMNT F@ 2F ?
e NTP Client & Server FF%5d FONT FARNT FA© ?
e VLAN Faf%sd  fFerd Fafesng Fae 27 ?

e Bonding FeT FI© W ?

Lesson-6: Advance F4f%5Md VLAN IIG, FNA, GGC & BDIX 395 W& /SO
faffe 3@« R NFI9R FAEA

o fFOIE IR (W@ f6F f€F VLAN & internet, youtube, ftp 933 bdix e Fa1 TF?
o fFOIT FRGE fOF foF VLAN 4 internet, youtube, ftp 933 bdix (T8I JH?

Lesson-7: fAfS¥®I@ Routing FASSIETT FaT F

e Static/Specific Routing fFSI@ FANT F© 27 ?
e OSPF fFeIE FAMHSNT Fa© 2T ?

e Single & Multi-area Concept [FoIE FAHNT FI© 2
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o eBGP fForE Faf%sNg Fat0 =

o BGP fForT Ff%sNT F@ =X

e Route Filtering For BGP fFe1@ Fa%NT Fd@ W
e OSPF (Osv7) fFer@ FafHsNg Fa© I

e eBGP (0Sv7) fFer Faf%sna Fae 2

e BGP Route Filtering fFeTT Fd© =¥

e Proxy fPeI@ I Fa© F

e Web proxy FeIE FaHsNT Fd© 2F

e Web site Filter fFeI@ FAH5Td Fa® 2F

e Virus Port Block [F®I@ F®»NT FI@ I

Lesson-8: Firewall f¥e1@ 5@ Fa@ 2T (input, output, & forward)

e NAT FZSE (src & dst) fFeNE Fa0 2T

e Port Forwarding eI $d@© W

e Packet Marking using Mangle fF®IE@ Fd%sNE F® 2

e Client's browsing history (log) view and store in another OS fFeId (MA@ 2T
e Connection Tracking, Add. List, L7 Protocol f[FeNE@ (M@ =¥

e High Bandwidth on Certain Host/IP fFel@ (MA@ X

e No Bandwidth Control on ping fFeTEd (W® =¥

Lesson 9: Advance FA%STId With Load Balance/ Failover Faf%5Nd

Link Redundancy Solution fFerE Fa1 =¥ ?

Load Balance & Fail Over Concept JoIF FI©
e Failover with STP fFoI@ Fdw© =¥

Failover with OSPF fFe1@ Fa®@ Xy
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e Load Balance & Failover with BGP fF®I@ Faw@ ¥
e Load Balance other mechanism fFeN@ Faw© LR

e Bandwidth merge of different link FOId FA© I

Lesson 10 : PPPoE Server fFoI@ Fa%NT Fa@ T

e IP Pool fFeIE tofy Fa© 2

e fPOI@ PPPoE Server (ofd (@ %I Target Interface a7 T
e Profile/Package Fa1%5NT (ofd FI© 2T

e User/Client/Secret FqH5d F© 27

e PPPoE Client %M fFSIE Windows 4 FAwSNE @ 2F
e MAC/IP Restriction ¥9(©@ I

e ISP Packages F%5d with QoS FA(® F

e UserMan , PHP Mix a3 NI Billing (® J F9© I

Lesson-11: Hotspot Basic to Advance
o ST AN FARSIE HF 66
e DHCP,PPPOE,Static,Vlan F%NE HF W16 3T
o 356 NOF CToalrT
o LG NOF (NWRA (oo
o 33T (AHRA (ool
e UserMan , Mikmon/PHP Mix a3 SI&S® Voucher (ofd FaW@ I

e HTML fE@SF oo

Lesson - 12 : f¥eN@ VPN FaHNT Fd@ I

o ST fF 932 5 F1& IRTA a1 X [y fofaa & anen

e VPN Server & Client &fF Fd0@ ¥
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e Site-to-site & Client-to-site VPN FA%5NT FA(© 2F
e PPTP and SSTP Server & Client Fq%5TE Fa© 2
e P Security (IPsec) FABNE Fa@ 2F

e Ethernet Over IP (EOIP) FAHSNE F© 2J

e GRE Tunnel Fa%5NT FA© 2T

e IP Tunnel FF%sTE FA® I

o L2TP FABE Fa© 2

e Open VPN FAHIE Fd© 2T

e VPN f$®IE@ Windows 4 Fa%NT Fd@ 2T private IP of head office

Lesson - 12 : Wireless Access Point Radio Link P2P or Multi Point Optical Fiber
Connectivity etc.

FTTH Technology f&?

° traditional network FFIRNIS Wﬂfq'&l’f?

e GPON/EPON Technology NTHIE =M(F5?

e GPON and EPON (39 (A58 SINAT A FIE I3
e Optical budget fFeI@ Fa1 =¥

o fFSNT FTTH Network 95 Optical Fiber Diagram FdT 3X
e fFOIE@ Optical Fiber 7 Budget calculation fFOIF FAT 2F
e Optical Fiber Splitting Ratio f¥F®NJ calculation F9T I

e Wavelength plans fFeTE Fa1 2F

Lesson - 13 : OLT zafesng fFe1@ Fa1 =¥ (Basic To Advance)

e OLT Basic Fa%5NF
e ONU f#®I@ Manual authentication FAT ERY

e Olt (@ fFOIF Vian FAHNFT
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e OLT fF®I&@ Remote management Sf[(&N PHET

e ONU Auto Faf%esTa

e PON Port Protection f$®I@ Enable JFaET
e LACP/RSTP F%sTE a1

e OLT Upgrade fFeT@ Fa1 =¥

o JIAMMINF File Backup

e Troubleshoot for OLT network

e OLT Log f®®I& analysis 1 2

e PON 433 ONU Power fF®I@ check FdT I

e OLT Logging User Management @41 I

Lesson - 14 : TRFIMHF T 972 55 Afeffe Fafemae

Log Server 3N FT 2F

fFeNE FIICET FASPXE graph (731 IF, [FOIF (FE BRI graph (71 IF?
o fFOIT T[FAP TN IF AT [P ACCIIFA IT?

e E-Mail 97 1 {FOI@ Backup FaT 2T

o fFONT SRAN (MG % Fa1 II? FONT Real IP Black Listing & Fa1 IF?

o FOIR @ (@ IRFE Ty (F (FIHSITINZG I% AT IF?

Lesson - 15 : CISCO Manageable Switch Configure

Console and USB Converter i@ fFe1d 5364 s34 $00 23?
e Password Recovery fFo1@ F30@ 31?

VLAN f3?

Trunk Port f3?
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e Access Port 3?

e VLAN add 33w ¥? Trunk port configure F3(© 33? Access port configure F3(© 33?
o FOIE NCFT 26 4 IR, (5168F, FANT (TS IT© 2J?

o [FONR YT FAGSNT Y= (el AI?

e Switch username and password add 3w 33?

o S35 AF W e 2?

e 3 99 Port description add Fa(e 33?
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